Federal Reserve Examination Procedures
Section 5 of the FTC Act — Unfair or Deceptive Acts or Practices

I. BACKGROUND

Section 5(a) of the Federal Trade Commission Act (FTC Act) (15 U.S.C. §45) prohibits
“unfair or deceptive acts or practices in or affecting commerce.” This prohibition applies
to all persons engaged in commerce, including banks. The Board has affirmed its
authority under section 8 of the Federal Deposit Insurance Act to take appropriate action
when unfair or deceptive acts or practices (UDAP) are discovered.

On March 11, 2004, the Board and the Federal Deposit Insurance Corporation (FDIC)
issued a joint statement (Joint Statement) regarding the agencies’ responsibilities to
enforce the prohibitions against unfair or deceptive trade practices as they apply to state-
chartered banks. The Joint Statement contains a discussion of managing risks relating to
UDAP and general guidance on measures that state-chartered banks can take to avoid
engaging in such acts or practices, including best practices.

II. LEGAL STANDARDS

The Joint Statement contained in Appendix A of these procedures gives a complete
description of the legal standards for both unfair and deceptive practices. The legal
standards for unfairness and deception are independent of each other. Depending on the
facts, a practice may be unfair, deceptive, or both. The legal standards for UDAP are
briefly described below.

Unfair practices

An act or practice is unfair where it:

e causes or is likely to cause substantial injury to consumers;
e cannot be reasonably avoided by consumers and;
¢ isnot outweighed by countervailing benefits to consumers or to competition.

Public policy, as established by statute, regulation, or judicial decisions may be
considered with all other evidence in determining whether an act or practice is unfair.

Deceptive practices

An act or practice is deceptive where:

e arepresentation, omission, or practice misleads or is likely to mislead the consumer;

e aconsumer’s interpretation of the representation, omission, or practice is considered
reasonable under the circumstances and;

o the misleading representation, omission, or practice is material.
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Relationship of UDAP to Other Laws and Ratings

Some acts or practices may violate both Section 5 of the FTC Act and other federal or
state laws. Other acts and practices may violate only the FTC Act while fully complying
with other consumer protection laws and regulations. Therefore, if a potential UDAP
violation is found, examiners should consider whether other statutory or regulatory
violations have occurred. The Joint Statement specifies laws that warrant particular
attention in this regard (see Appendix A of these procedures).

Furthermore, when illegal credit practices are identified through a review of UDAP
compliance, examiners should consider whether the illegal practices adversely affect the
Community Reinvestment Act rating of the institution pursuant to the regulatory
requirements of 12 CFR 228.28(c).

III. COMPLIANCE RISK EVALUATION

UDAP violations can present significant legal, reputational, and compliance risks for
banks. These risks highlight the need for examiners to assess compliance with Section 5
of the FTC Act in conjunction with consumer compliance examinations, other related
supervisory activities, and consumer complaint investigations. Consistent with the
Board’s risk-focused consumer compliance supervision program, compliance with
Section 5 of the FTC Act should be considered when developing risk assessments,
scoping an examination, or when investigating a consumer complaint.

A determination of whether a particular act or practice is unfair or deceptive will depend
on an analysis of the facts and circumstances. Although individual violations or
complaints may appear isolated, when considered in the context of additional information
including other violations or complaints, they may raise potential UDAP concerns.

Furthermore, the prohibition against UDAP not only applies to all products and services
offered by banks, but to every stage and activity, from product development to the
creation and rollout of marketing campaigns, and to servicing and collections. Therefore,
particular focus should be paid to new or modified systems or products and third party
arrangements.
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IV. EXAMINATION OBJECTIVES

e To determine the adequacy of the bank’s internal procedures, policies, and
controls to ensure consistent compliance with Section 5 of the FTC Act.

e To determine if the bank complies with Section 5 of the FTC Act, which prohibits
unfair and deceptive acts or practices.

V. EXAMINATION PROCEDURES

In order to fulfill the examination objectives stated above, and consistent with the Joint
Statement, examiners should identify the bank’s internal policies, procedures, and
controls to be reviewed for UDAP compliance. In particular, the bank’s compliance
management systems; advertising and promotional materials; initial and subsequent
disclosures; servicing and collections; and management and monitoring of employees and
third parties should be reviewed as they relate to the products and services identified as
potential areas of concern.

Examiners also should use these procedures in conjunction with the guidance and best
practices contained in the Joint Statement to determine whether an unfair or deceptive act

or practice has occurred. Specifically, examiners should, as appropriate:

e review previous examinations reports, including consumer compliance, and safety
and soundness examination reports;

e review current and prior examination findings regarding the institution’s compliance
with Regulation AA (Unfair or Deceptive Acts or Practices: Credit Practices Rules)';

e review the bank’s policies, procedures, and internal controls;

e review a sample of consumer complaints, advertisements and promotional materials,
disclosures, customer agreements, and third party contracts and instructions;

e interview management and staff about the bank’s acts and practices and;

e discuss any examiner concerns with bank management.

! See the examination procedures for Regulation AA (Unfair or Deceptive Acts or Practices: Credit
Practices Rules). Regulation AA applies to consumer credit contracts other than those for the purchase of
real estate. The regulation prohibits banks and their subsidiaries from using (1) certain provisions in their
consumer credit contracts, (2) a late-charge accounting practices know as pyramiding, and (3) deceptive
cosigner practices.
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A. Evaluating Compliance Management Programs

A bank’s compliance management program should focus on the avoidance of acts or
practices that are unfair or deceptive and on the prompt correction of any such identified
acts of practices. The degree of specificity with which a compliance management
program should address this area will vary depending on the bank’s size, complexity and
product offerings. A small bank that offers a limited number of products through a few
branches may not need the kind of specific, documented compliance program needed in a
bank engaged in, for example, nationwide mortgage or credit card lending.

Items to Evaluate

1. Determine whether the bank’s policies and procedures include guidance on
preventing unfair or deceptive acts or practices.

2. Ascertain whether the bank reviews its practices in the context of federal regulations,
policies, and decisions on unfair or deceptive acts or practices.

3. Ascertain whether the bank’s compliance management function looks beyond the
identification of individual violations to determine if its practices may be unfair or
deceptive.

4. Determine whether the bank trains its employees on the provisions of the FTC Act
that prohibit UDAP.

5. Determine whether the bank reviews consumer complaints to identify potential
compliance problems and negative trends that have the potential to be unfair or
deceptive. Determine whether the bank reviews concentrations of complaints about
the same product or about bank conduct in order to identify potential areas of
concern.

6. Determine whether the bank has identified any potentially unfair or deceptive acts or
practices, and if so, verify that it corrected the identified concerns and provided
restitution to affected persons when appropriate.

7. 1If the bank has identified potentially unfair or deceptive acts or practices, determine if
it has implemented changes to prevent future recurrences.

8. Determine whether the bank clearly discloses a telephone number or mailing address
(and email address or website if applicable) that consumers may use to contact the
bank or its third-party servicers regarding any complaints or inquiries they may have.

9. Determine whether the bank’s management is involved in both the development of
new products and services and in decisions to change the terms of or reprice existing
products and services.
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B. Evaluating Advertising and Promotional Materials

Due to the increasing complexity of certain products, particularly mortgage loans and
credit cards, a bank’s advertising and promotional materials” should be presented in a
clear, balanced, and timely manner, with special attention paid to products targeted

toward the elderly, financially vulnerable, or financially unsophisticated. Advertising
and promotional materials should present not only the benefits of the products and

services, but also any potential risks, such as payment shock or negative amortization.
When a bank’s business is largely driven by product marketing and promotion, it should
exercise particular caution to avoid potential UDAP.

Items to Evaluate

Determine whether the bank reviews all advertisements, promotional materials and
marketing scripts to ensure that there is a reasonable factual basis for all
representations made.

Determine whether the bank reviews all advertisements, promotional materials, and
marketing scripts to ensure that these materials do not use fine print, separate
statements, or inconspicuous disclosures to correct potentially misleading headlines.

Determine whether the bank tailors advertisements, promotional materials, and
marketing scripts to take into account the sophistication and experience of the target
audience, including the elderly and financially vulnerable.

In advertisements, promotional materials, marketing scripts, and recorded telephone

conversations, determine whether the bank (or its third party servicer) makes claims,
representations or statements that may mislead members of the target audience about
the cost, value, availability, cost savings, benefits, or terms of the product or service.

Determine whether the bank reviews all advertisements, promotional materials, and
marketing scripts to ensure that they fairly and adequately describe the terms,
benefits, and material limitations of the product or service being offered, including
any related or optional products or services, and that they do not misrepresent such
terms either affirmatively or by omission.

Determine whether the bank avoids advertising that a particular service or benefit will
be provided in connection with an account if the bank does not intend or is not able to
provide the service or benefit to accountholders.

Determine whether the bank draws the attention of customers to key terms, including
limitations and conditions that are important in enabling customers to make informed
decisions about whether the product or service meets their needs.

* Advertising and promotional materials include print and electronic materials, as well as scripts used for
radio, Internet, or television advertising and telemarketing.
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10.

11.

12.

When using terms such as “pre-approved,” “guaranteed,” or “fixed rates,” determine

whether the bank clearly discloses any limitations, conditions, or restrictions on the
offer.

Determine whether the bank ensures that costs and benefits of related or optional
products and services, such as overdraft protection, are clearly explained and not
misrepresented or presented in an incomplete or overly complex manner.

Determine whether the bank avoids advertising terms that are not available to most
customers, and avoids using unrepresentative examples in advertising, marketing, and
promotional materials.

Determine whether the bank reviews its website content and navigational process to
ensure that the consumer is able to readily obtain the necessary disclosures for its
products.

Determine whether the bank reviews its advertising and promotional materials to
avoid raising UDAP concerns.

C. Evaluating Initial and Subsequent Disclosures

A bank’s disclosures with respect to initial terms and conditions, repricing, and changes
in terms should be clear and accurate. The terms and conditions of many credit and
deposit products are variable and may change periodically based on external variables,
such as changes in the prime rate. Many credit card products have terms that may change
or increase automatically following a specific event, such as an interest rate increase
triggered by a consumer’s delinquency with the creditor or another creditor. The
disclosures for products with variable terms and conditions such as these should be
clearly presented.

Items to Evaluate

Determine whether the bank reviews all customer agreements and disclosures to
ensure that there is a reasonable factual basis for all representations made.

Determine whether the bank’s customer agreements and disclosures fairly and
adequately describe the terms, benefits, and material limitations or conditions of the
product or service being offered. Limitations may include such things as: a special
interest rate that applies only to balance transfers; an expiration date for terms that
apply only during an introductory period; or a prerequisite for obtaining particular
terms (such as minimum transaction amounts, introductory or other fees, or other
qualifications). Conditions may include the ability to cancel without charge a service
that was offered on a free trial basis.
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3. Determine whether the bank’s disclosures make claims, representations or statements
that may mislead members of the target audience about the cost, value, availability,
cost savings, benefits, or terms of the product or service.

4. Determine whether the bank informs consumers in a clear and timely manner about
any fees, penalties, or other charges (including charges for any force-placed products)
that have been imposed, and the reasons for their imposition.

5. Determine whether the bank clearly discloses that optional or related products and
services that are offered simultaneously with credit — such as insurance, travel
services, credit protection, and consumer report update services — are not required to
obtain credit or are not considered in decisions to grant credit.

6. When making claims about amounts of credit available to consumers, determine
whether the bank accurately and completely represents the amount of potential,
approved, or useable credit that the consumer will receive.

7. Determine whether the bank clearly informs a consumer when the account terms
approved for the consumer are less favorable than the terms advertised or previously
disclosed.

8. If the bank reserves the right to change the terms of an account or product, determine
whether the bank’s customer agreements clearly disclose that the bank can make
future changes to the rate, terms, and conditions otherwise specified in any agreement
signed by or given to the consumer. Determine whether the circumstances under
which such changes may be made are clearly explained.

D. Evaluating Servicing and Collections

Servicing and collection activities can present a higher risk of potential UDAP violations
because they are often conducted by bank subsidiaries, affiliates or third-party vendors
and servicers. Thus, a bank should ensure that its disclosures of servicing and collections
activities are accurate and not misleading and that those activities are conducted fairly
and in consonance with any disclosures or agreements. For example, statements should
clearly indicate when payments are due before any penalties are incurred.

Items to Evaluate

1. Determine whether the bank ensures that its employees and third party servicers have,
and follow, procedures to credit consumer payments in a timely manner.
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2. Determine whether consumers are clearly told when and if monthly payments are
applied to fees, penalties, or other charges before being applied to regular principal
and interest.

3. Determine whether account statements clearly disclose how fees, penalties, other
charges and interest and principal payments affect the account balance and whether
they have been calculated in accordance with any written agreements with the
borrower.

E. Monitoring the Conduct of Employees and Third-Parties

A bank should have effective risk and monitoring controls for hiring personnel and
contracting and maintaining relationships with third parties. The controls should
establish responsibilities with third parties for training and monitoring of staff. In
addition, the controls should foster a bank’s ability to monitor whether actual practices by
its employees and third-party contractors are consistent with the bank’s policies and
procedures, applicable laws and regulations, and third-party agreements. In addition, a
bank’s monitoring should include a review of training and promotional materials used not
only by its employees but also by third parties, to ensure that any UDAP concerns are
identified early.

Items to Evaluate

1. Determine whether, through its third party agreements and internal policies, the bank
has effective risk and monitoring controls for selecting and managing third-party
contractors. Such agreements and policies should outline the degree of monitoring,
acceptable error rates, and corrective action provisions for noncompliance. They also
should identify issues that would need to be escalated to bank management.

2. Determine whether a bank’s compensation programs for employees and third-party
contractors provide incentives for acts or practices that could raise potential concerns,
such as compensation programs that steer consumers to particular products to the
exclusion of other, potentially beneficial products.

3. Determine whether the bank monitors the training of employees and third parties who
market or promote bank products or service loans to ensure that they are adequately
trained to avoid making statements or taking actions that might be unfair or deceptive.
Monitoring should include a review of training and promotional materials, including
telemarketing scripts.

4. Determine whether the bank reviews a third party’s primary interface with
consumers, such as reviewing recorded telephone calls or transcripts of online
communication.
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Appendix A

Board of Governors of the Federal Reserve System
Federal Deposit Insurance Corporation

Unfair or Deceptive Acts or Practices by State-Chartered Banks
March 11, 2004

Purpose

The Board of Governors of the Federal Reserve System and the Federal Deposit
Insurance Corporation (the “Board” and the “FDIC,” or collectively, the “Agencies”) are
issuing this statement to outline the standards that will be considered by the Agencies as
they carry out their responsibility to enforce the prohibitions against unfair or deceptive
trade practices found in section 5 of the Federal Trade Commission Act (“FTC Act”)’ as
they apply to acts and practices of state-chartered banks. The Agencies will apply these
standards when weighing the need to take supervisory and enforcement actions and when
seeking to ensure that unfair or deceptive practices do not recur.

This statement also contains a section on managing risks relating to unfair or deceptive
acts or practices, which includes best practices as well as general guidance on measures
that state-chartered banks can take to avoid engaging in such acts or practices.

Although the majority of insured banks adhere to a high level of professional conduct,
banks must remain vigilant against possible unfair or deceptive acts or practices both to
protect consumers and to minimize their own risks.

Coordination of Enforcement Efforts

Section 5(a) of the FTC Act prohibits “unfair or deceptive acts or practices in or affecting
commerce,”* and applies to all persons engaged in commerce, including banks. The
Agencies each have affirmed their authority under section 8 of the Federal Deposit
Insurance Act to take appropriate action when unfair or deceptive acts or practices are
discovered.’

> 15US.C. §45.
Y 15U8.C. §45(a).
> 12 U.S.C. § 1818(b)(1). (e)(1), and (i)(2). See letter from Chairman Greenspan to the Hon. John J.

LaFalce (May 30, 2002); and “Unfair or Deceptive Acts or Practices: Applicability of the Federal Trade
Commission Act,” FIL 57-2002 (May 30, 2002).






